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Vladna jednotka CSIRT

Jednotka na riesenie pocitacovych
bezpecnostnych incidentov
pre verejnu spravu
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CSIRT.SK

* Aktualne dve pobocky
e Bratislava
e Kosice

* Medzinarodna spolupraca
* FIRST (USA)

* TF CSIRT / Trusted Introducer
(certifikovany tim — SIM3)

« ENISA — CSIRTs Network (EU)
(tim na urovni ENISA Expert)

* Narodna spolupraca
e narodny SK-CERT a iné CSIRT
timy

* akademicky sektor (UPJS KE,
STU BA)

* bezpecnostné zlozky (PZ SR,
SIS, CKO)
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Ake sluzby poskytuje VJ CSIRT?

/

REAKTIVNE
CINNOSTI
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Akeé sluzby poskytuje VJ CSIRT?

REAKTIVNE
CINNOSTI

MISP

AFRODITA KYBERARENA ACHILLXS
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r - 1. Sluzba na pravidelné a plosné neinvazivne

| hodnotenie zranitelnosti vasich sluzieb

2. Zabezpecuje prehlad o stave infrastruktury z
externého prostredia

3. Sluzba upozornuje aj na uniky hesiel, aby ste vedeli,

AC H l L LZ S Ze si ich mate zmenit
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Vyhody sluzby Achilles

1. Mesacny report s identifikovanymi zranitelnostami
2. Aktualne informacie o kampaniach aktérov hrozieb
3. Odporucania pre zabezpecenie infrastruktury vyplyvajuce z nalezov
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Zhrnutie externého mesac¢ného skenu

Kritické

1]

Aktivum Kritické  Vysoké  Stredné
1111 0 0 7

1.1.141

Spat na zhrnutie

Néazov
zranitefnosti:

Aktivum:

Port:

Popis:

Riesenie:
CVSS v3.0:

Odkazy:

Detekcia sluzieb

Spat na obsah

SSL Certificate Cannot Be Trusted n ite I'n fo)

Host
1.1.1.1

1111
443
The server's X.509 certificate cannot be trusted. This situation can occur in
three different ways, in which the chain of trust can be broken, as stated 1 1 1 1

below : - First, the top of the certificate chain sent by the server might not be
descended from a known public certificate authority. This can occur either
when the top of the chain is an unrecognized, self-signed certificate, or when

Spéat na zhrnutie
Sluzba

intermediate certificates are missing that would connect the top of the BiglP

certificate chain to a known public certificate authority. - Second, the

Microsoft Exchange Server

certificate chain may contain a certificate that is not valid at the time of the

scan. This can occur either when the scan occurs before one of the
certificate’s 'notBefore' dates, or after one of the certificate’s ‘notAfter' dates.
- Third, the certificate chain may contain a signature that either didn't match
the certificate’s information or could not be verified. Bad signatures can be
fixed by getting the certificate with the bad signature to be re-signed by its
issuer. Signatures that could not be verified are the resuit of the certificate's
issuer using a signing algorithm that Nessus either does not support or does
not recognize. If the remote host is a public host in production, any break in

Microsoft Outiook Web Access (OWA) Version
Strict Transport Security (STS)

TLS Version 1.2 Protocol

TLS Version 1.3 Protocol

the chain makes it more difficult for users to verify the authenticity and

6.5

identity of the web server. This could make it easier to carry out man-in-the-
middle attacks against the remote host.

Purchase or generate a proper SSL certificate for this service.

hitps:/iwww.itu.int/rec/T-REC-X.509/en https:/en. wikipedia.org/wiki’X.509 Marec 2025

B Kritické ® Vysoké Medium M Nizke

80
443
443
80

443
443

Pocet
detegovanych
sluZieb

6

Verzia
N/A
15.2.2562
15.2.2562
N/A

N/A

N/A



1. Skolenie technické persondlu

2. U&astnici musia odoldvat kybernetickym utokom v
roli administratorov fiktivnej organizacie

3. 50+ r6znych scenarov pre zaciatoCnikov aj
pokrocCilych v kybernetickej bezpecnosti

KYBERARENA
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Vyhody skolenia

1. Najlacnejsia a najefektivnejsia ochrana
2. Nadobudnutie skusenosti s nastrojmi obrany
3. Skolenie vieme upravit Vadim potrebam
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Mlsl;.
Prd W

e Sluzba penetracného testu * Sluzba zdielania loT

 Kompletny technicky audit  Skupinova imunita

* Jediny hackeri ktori s vami e Participacia nepomaha
budu mat zlutovanie iba Vam, ale vSetkym
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Nahlasit phishing

7
REAKTIVNE

CINNOSTI Nahlasit phishing

1. Phishingové spravy nevymazavame, ale jeho nahlasenim pomaozete pri identifikacii
kampani

2. Nahlasenie mailov vyznamne pomohlo v boji proti bombovym hrozbam

3. Ale ako mame nahlasit phishing? (csirt.sk/phishing)
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Zhrnutie

1. VSetky sluzby VJ CSIRT su poskytované bezodplatne,
aby Vam dal stat podporu v oblasti KB
2. Zacnite sluzbou Achilles
3. Nezabudnite nahlasovat podozrivé aktivity
4. Dajte nam spatnu vazbu, pouzivame ju na zlepsenie sluzieb
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Achilles Kataldg sluzieb Nahlasit incident
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